In order to implement the Digital Signature and Encryption, we mainly made use of the System.Security.Cryptography.Pkcs namespace.  This name space provides programming elements for Public Key Cryptography Standards (PKCS), including methods for signing data, exchanging keys, requesting certificates, public key encryption and decryption, and other security functions.

For Digital Signature, the main functions are

1. Sign the message

First, place message in a contentInfo object. This is required to build a SignedCms object, which is going to be used to store the signature.
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Instantiate SignedCms object with the ContentInfo above. 
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Then Formulate a CmsSigner object for the signer.
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Now we can sign the CMS/PKCS #7 message using the X509Certificate2 object cmsSigner
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Return an array of bytes – the signature


ContentInfo contentInfo = new ContentInfo(msg); 








SignedCms signedCms = new SignedCms(contentInfo); 








CmsSigner cmsSigner = new CmsSigner(signerCert); 








signedCms.ComputeSignature(cmsSigner); 








return signedCms.Encode();








